Formulas Online

Change Password

Passwords expire every 90 days and you will be required to change your password before
expiration. You canchange your password at any time through the Password Change Utility. If
you login to Formulas Online when your password is due to expire, a confirmation message box
displays reminding you to change your password through the Password Change Utility. See
Figure 1. You may select the OK button and follow the steps in Reset Your Expired Password
to change your password through the Password Change Utility.

Figure 1: Change Password Reminder Confirmation
( Message from webpage ﬁ\

Your password will expire in 5 days. Please use the "Expired password?”
& I % link to create a new password,

L ~

If your password expires before you are able to change your password, an error message displays
when you attempt to login to Formulas Online. See Figure 2.

Figure 2: Expired Password Error Message
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Login Error: Your password has expired. If you are an Industry Member, please use the @Expired password?# link to create a new password.
Already registered? Log in:

User | | Expired
Name: password ?

New or
Password: | ‘ forgottsr:1 .,
password ?

Logon to: COLAs Online | Formulas Online

Notice

10/28/15: Ceming Soon - Formulas Online Release 2.0 later in November. The new release will include some changes to "My Submissions" such as the
inclusion of all submissions (no longer limited to only those that are in-process), and the pilot of a printable TTB F 5100.51 from a Uniform submission.
Watch for additional highlights to be posted in November.

xxxxxxxxx

*********

9/2/15: A new password change process for COLAs Online and Formulas Online is available. For more information, please see the Password Change Quick
Reference Guide.

xxxxxxxxx
It is possible that you may have a pop-up blocker running as part of your web browser settings. You must turn off the pop-up blocker in order for Formulas
Online to operate properly. Please see How to Allow Pop-Ups in Internet Explorer 11 for more information.

Check the most recent processing times for label applications or beverage formula applications.
You may alse login at any time to check the status of individual label applications and/or formula applications.

PRIVACY POLICY

PRIVACY IMPACT ASSESSMENT



http://www.ttb.gov/foia/fonl-docs/reset_expired_password.pdf

Change Password

You may follow the steps in Reset Your Expired Password to reset your expired password
through the Password Change Utility.

If you attempt to login to Formulas Online multiple times with aninvalid user name/password
combination, you will lock your account. An error message displays stating your account is
locked. See Figure 3.

Figure 3: Locked Account Error Message
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Login Error: Your account is locked. If you are an Industry Member, please use the §Mew or forgotten password?@ link to create a new password to unlock your account.
Already registered? Log in:

User ‘ | Expired
Name: password ?

New or
Password: ‘ | forgottel; .
password ?

Logon to: COLAs Online Formulas Online

Notice

10/28/15: Coming Soon - Formulas Online Release 2.0 later in November. The new release will include some changes to "My Submissions" such as the
inclusion of all submissions (no longer limited to only those that are in-process), and the pilot of a printable TTB F 5100.51 from a Uniform submission.
Watch for additional highlights to be posted in November.
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9/2/15: A new password change process for COLAs Online and Formulas Online is available. For more information, please see the Password Change Quick
Reference Guide.

xxxxxxxxx
It is possible that you may have a pop-up blocker running as part of your web browser settings. You must turn off the pop-up blocker in order for Formulas
Online to operate properly. Please see How to Allow Pop-Ups in Internet Explorer 11 for more information.

Check the most recent processing times for label applications or beverage formula applications.

You may also login at any time to check the status of individual label applications and/er formula applications.

PRIVACY POLICY

PRIVACY TMPACT ASSESSMENT

You may reset your password to unlock your account. Follow the steps in Unlock Your Locked
Account to unlock your account by resetting your password through the Password Change
Utility.

If you have simply forgotten your password, but it is not expired, you may follow the steps in
Reset Your Forgotten Password to reset your forgotten password through the Password Change
Utility.

After one year of inactivity, your user name will also be deleted and you will need to re-register

if you wish to resume using Formulas Online. Follow the steps in Create a New User
Registration to re-register.
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Change Password

Change Your Password

Follow these steps to change a Formulas Online system password through the Password Change
Utility:

1. Select the My Profile link from the main navigation banner. The My Profile page displays.
See Figure 4 and Figure 5.

Figure 4: Change Password — My Profile (Top)
Formulas Online

COLAS Home Text Menu My Profile Help Contact Us Log Off

TTBONLINE.Gov

D TORACCO TAX AND TRADE BUREAU
5. DEPARIMENT OF THE TREASURY

New View Modify Registration

User Profile

—Personal Information
Change Password

" First Name: M. L: I:l * Last Name: [Smith

" Employer: B

Title: Tester

|

Label Rep. ID:

- Phone Number: 2024532000 Fax Number: l:l

Address Format: USPS Domestic W

* Address Line 1: [1310 G Street nw |

Address Line 2:

iy
* State:

* Zip: 20005 | |

—Business E-mail Addresses

Select an email address as your primary email address.
PRIMARY E-MAIL ADDRESS

O] ‘Jane.Smith@ttb.gov |

—Authentication Questions

Select three questions and provide answers. These answers will enable you to create your initial password, and will be used for authentication should you ever forget
your password.

QUESTION ANSWER
1 [The name of your favarite song? V] |Time Capsule ‘
e \The name of your favarite singer or band? V| |Matthew Sweet ‘
*3: Your favarite hobby? v |Reading ”
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Figure 5: Change Password — My Profile (Bottom)

ZTpT TOUS T

—Business E-mail Addresses

Select an email address as your primary email address.
PRIMARY E-MAIL ADDRESS

* ‘Jane.Smith@ttb‘gov ‘
\ |
\ |

—Authentication Questions

Select three questions and provide answers. These answers will enable you to create your initial password, and will be used for authentication should you ever forget
your password.

QUESTION ANSWER
*q. [The name of your favarite sang? v| |Time Capsule |
* 2 [The name of your favorite singer or band? v |Matthew Sweet |

*3: ‘Ynurfavcnla hobby? V‘ |Reading |

—Formulas Online Company Access

» Formulas Online Company Access

PERMIT NUMBER ComMpAaNY CODE AcTive DATE User REGISTRATION ID
BR-ME-1111 08/12/2013 1333087
BWN-MA- 15555 05/23/2011 1001540
CT-1-6666 05/23/2011 1001540
NC-I-888 08/20/2012 1333087
OH-W-999 08/20/2012 1333087
POM 08/12/2013 1333087
POMADD 08/12/2013 1333087

—COLAs Company Access
» COLAs Online Company Access

PERMIT NUMBER SuBMITTER NAME CREATE DATE MopIFIED DATE
CT-1-6666 Jane Smith 05/23/2011 05/23/2011
NC-1-888 Jane Smith 05/23/2011 05/23/2011

Save Cancel
\

2. Select the Change Password link. A confirmation message box displays stating you will be
logged out to perform this action. See Figure 6.

Figure 6: Change Password — Change Password Logout Confirmation

Message from webpage ﬁ

I..f"_"“-.l You will be logged out to perform this action, do you wish to continue
Y 7If yes select Ok

Ok l ’ Cancel

3. Select the OK button. The confirmation message box closes and you are logged out of
Formulas Online. The Password Change Utility displays. You are prompted to enter your
user name. See Figure 7.
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Change Password

Figure 7: Change Password — Password Change Utility User Name Validation

TTBONLINE.cov

ALCOHOL AND TOBACCO TAX AND TRADE BUREAU
U.5. DEPARTMENT OF THE TREASURY

Industry Member Password Change
Utility
Please enter your COLAs Online or Formulas Online User Name below and click Get

Security Code. A Security Code will be generated and sent to your email account for
you to enter on the next screen.

User Name: [3sFNLEXT |

Get Security Code

WARNING! THIS SYSTEM IS THE PROPERTY OF THE UNITED STATES D! USE OF THIS SYSTEM IS STRICTLY PROHIBITED AND SUBJECT TO CRIMINAL AND CIVIL PENALITIES. THE
DEFARTMENT MAY MONITOR, RECORD, AND AUDIT ANY ACTIVITY ON THE SYSTEM AND SEMCH AND RETRIEVE ANY INFORMATION STORED WITHIN THE SYSTEM. BY ACCESSING AND USING THIS COMPUTER YOU ARE AGREEING TQ
ABIDE BY THE TTB RULES OF BEHAVIOR, AND ARE CONSENTING TO SUCH MONITORING, RECORDING, AND INFORMATION RETRIEVAL FOR LAW ENFORCEMENT AND OTHER FURFOSES. USERS SHOULD HAVE NO EXPECTATION OF

PRIVACY WHILE USING THIS S¥YSTEM

PCU 1.3.1

4. Enter your user name in the User Name field.

Select the Submit button. An email containing a security code is sent to the email account
you registered with TTB. See Figure 8. You are prompted to enter the security code you
received from TTB. See Figure 9.
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Figure 8: Change Password — Security Code Email

E T ¥ = TTE Security Code - Message (Plain Text)
FILE MESSAGE McAfee E-mail Scan ADOEE PDF
= 3 -
3 x L‘?— Reply B2 " Ops Meetings Vo | 5% Mark Unread
22 Reply Al G - | |E3 To Manager - 2 1ii Categorize -
._l__ . Delete R = ) - Move
(2] 4 Farward EE. Tearn Email - « [P~ ™ FollowUp~
Delete Respond Quick Steps [P Move Tags ]
Fri 10/30/2015 &:28 AM
tth.fonl@ttb.gov
TTB Security Code
To Smith, Jana

you submitted your Secunity Code request.

Security Code: FEISL1D555

hitps://ttbonline.gowv/

v
% o
Translate .

[
- R

Editing

Q

Zoom

Zoom

&y

Reply
All

£ Reply
£5 Forward

Disabled

Dear TTB: A request has been received to reset your TIB system password for User Name JSFNLEXT. This requires you to enter the
Security Code provided below on the Password Change Utility screen displayed on your browser. This code will expire 45 minutes after

If your browser session times out before you are able to enter this Security Code, or if you entered the Security Code incorrectly, you must

If you did not attempt change your password, please contact the TTB Help Desk.
The TTB Help Desk can be contacted by email at TIB.Helpdesk@ttb.gov or 866-927-2533 (Option 2).

request another Security Code by returning to the Password Change Utility at https://www.ttbonline.gow/pcu_oim/fergotPsswd. jsp

You will be unable to reply to this email as it has been automatically generated. For questions or comments, please visit
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Figure 9: Change Password — Password Change Utility Security Code Validation
TTBONLINE.cov

ALCOHOL AND TOBACCO TAX AND TRADE BUREAU
U.5. DEPARTMENT OF THE TREASURY

Industry Member Password Change
Utility

An email has been sent to JF*x*Fs=xs® @ttb.gov from ttb.fonl@ttb.gov with the
Subject 'TTB Security Code'.

Please check your email to obtain the Security Code from the message text and
enter it in the Security Code Box below. If you have not received an email, please
check your Junk folder.

Please do not close this browser window.

Security Code Verification

Security Code: |uuuuu ‘

» Note: If you change your mind, select the EXxit button to exit the Password Change Utility.

6. Enter the security code you received from TTB in the Security Code field.

7. Select the Submit button. You are prompted to answer one of the three authentication
questions you entered when you filled out the user registration initially. See Figure 10.
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Figure 10: Change Password — Password Change Utility Main Page

TTBONLINE.cov

ALCOHOL AND TOBACCO TAX AND TRADE BUREAU
U.5. DEPARTMENT OF THE TREASURY

T
Industry Member Password Change
Utility

Your password must meet the following complexity rules:

e Password must be at least 8 characters long.
e Password must NOT contain your user name.
e Password must contain at least 1 UPPERCASE, 1 lowercase, 1 digit, and 1 special
character.
« Cannot reuse password that has been used in the last 10 times or within the last
48 hours.
e There are special characters that cannot be used in your password:
' (single-quote), " (double-quote), _ (underscore), = (equal sign),
spaces, & (ampersand), and @ (at sign).

Change Password

The name of your favorite song?: ‘Tima Capsule |

New Password: ‘uuuu |

Retype New Password: ‘-lcoll.. |

» Note: If you change your mind, select the Exit button to exit the Password Change Utility.

8. Enter the answer for your security question in the available field.
9. Enter the password in the New Password field.
10. Enter the password in the Retype New Password field.

» Note: Passwords must meet the following complexity rules:

e Password must be at least 8 characters long.

e Password must not contain your user name.

e Password must contain at least 1 UPPERCASE, 1 lowercase, 1 digit, and 1 special
character.

e You cannot reuse a password that has been used in the last 10 times or within the last 48
hours.

e You cannot use the following special characters:' (single-quote), " (double-quote), _
(underscore), = (equal sign), spaces, & (ampersand), and @ (at sign).

11. Select the Submit button. A confirmation message displays stating your password was
successfully changed. See Figure 11.
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Figure 11: Change Password — Password Change Successful

TTBONLINE.cov

ALCOHOL AND TOBACCO TAX AND TRADE BUREAU
U.5. DEPARTMENT OF THE TREASURY

Thank you for using Password Change Utility

Your password has been changed successfully.

You have successfully exited the system.

12. Close your web browser window.

13. Follow the steps in Getting Started - Using the TTB Online Portal Page to login to Formulas
Online using your user name and new password.
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